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The article examines the stability and efficiency of the political system as one of the key factors of economic
security of the state. In modern conditions, political stability is becoming the basis for the effective functioning of state
institutions, making strategically important decisions and ensuring stable economic development. The author
emphasizes that the stability of the political system is determined by a number of factors, including institutional
stability, political legitimacy, socio-economic conditions, and the impact of external threats. These factors interact with
each other, creating a basis for sustainable development and risk reduction.

One of the main aspects of political resilience is institutional stability, which implies the reliable operation of
public authorities such as the parliament, government and judiciary. Stable and effective institutions ensure compliance
with laws, transparency of decisions, and predictability of political processes, which strengthens citizens' trust in the
government. The article notes that institutional stability is an important element in preventing crises that can destabilize
the political system and have a negative impact on economic security. Political legitimacy, which is the public
recognition of the legitimacy of the government, also plays an important role in ensuring stability. It is noted that public
trust in the political system and government reduces the risk of social conflicts, thus contributing to a stable political
environment. In addition, the legitimacy of the government largely depends on its ability to respond to the demands of
society and ensure the implementation of economic and social programs, which contributes to the strengthening of
economic security.

The article also discusses socio-economic factors that have a significant impact on the sustainability of the
political system. Economic growth, equitable distribution of resources, and access to basic services such as healthcare
and education reduce social tensions and promote political stability. On the other hand, economic crises, high
unemployment and social inequality can become catalysts for protests and political unrest that threaten the stability of
the state.
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MUTAHHA ETUKH TA KOH®IIEHIIMHOCTI
Y IU®POBUX MI'KHAPOJHUX KOMYHIKALIIAX

YV cmammi posensoaiomvcs npobdremu xou@ioenyitinocmi oanux ma yupposux npas MoOUHU 8 CYUACHOMY
2n0banvnomy cepedosuiyi, oe iHpopmayiini NOMOKU Nepemunams KOpoOoHU 8 pearbHoOMy uaci. Aemop auanisyc
OCHOBHI BUKAUKU O 3AXUCMY NEPCOHANbHUX OAHUX Y MINCHAPOOHUX KOMVYHIKAYIAX, 36epmaiodu yeacy Ha
PIBHOMAHIMHICb NPABOBUX NIOX00I6 y PI3HUX KpaiHax ma pusuxu, noe'sizami 3 oOMiHoM ocobucmoio ingopmayicio.
Tonamms Kou@ioenyitinocmi BUHAYAEMbCA AK 3aXucm o0cooucmoi ingopmayii 8i0 HeCaHKyioHO8AHO20 OOCMYNY,
0Co0IUBO 8 YMOBAX, KOAU OAHI MOJICYMb OYMU NePeOati uepe3 KOPOOHU 3 PISHUMU npasosumu cmanoapmamu. Cmamms
akyeHmye yeacy Ha poni eenuxkux xopnopayii, maxux ax Google ma Facebook, y 36epedicenni 1 3axucmi OaHux
KOPUCMY8ais, 36adcaioyu Ha MOJNCIUBL 3a2pO3U GUMOKY ab0 3106dCU8ans iHgopmayicio. Ananizylomocs 3axo0u, AKi
nputimaioms depoicasu, sokpema €C, Ons 3a0e3nedeHHs 3aXucmy Oauux, npome 2n00aibHA NPUpood iHmepHemy
CMBOPIOE NPobemMuy y 6UKOHAHHI MAKUX 6UMO2. Y KoHmeKkcmi yughposux npas mo0uHu po3easioarmscs dcnekmu npasa
Ha npueamHicmo, c60600y GUPAdNCeHHs NO2A0I8, 00CMYN 00 inghopmayii ma 3axucm 6i0 yughpoeozo cmedicenus. Agmop
nioxpecuioe, wo yi npasa micHo noe s3ani 3 0A308UMU NPABAMU TIOOUHU, NPOMeE CYUACHUL PO3BUIOK MeXHOA02il
cmeopioe Hosi 3acpo3u. 3oxpema, 3eadyemwvces eunadox 3 Cambridge Analytica, axuil intocmpye MOMCIUBICIDL
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BUKOPUCMAHHA NEePCOHANbHUX OAHUX O MAMINYAAYii 2pomadcokoro dymkoio. Ilopyuyemvcs NUmanta yu@posozo
po3pusy, wjo obmexcye 0ocmyn 00 iHmepHemy 3HAUHIN YACMUMI HACeNeHHs, 0COONUBO Y KPATHAX, WO PO36UBAIOMbCA, |
cnpuse  coyianvHitl  Hepisnocmi. OKpemo  pO32IAHYMO  NpoORemMy yYu@dposozo CMenHCeHHs Mda  MONCIUBICIND
BUKOPUCMAHHA TEXHONORT, MAKUX AK PO3NIZHABAHHA 00UY, ONiA OUCKPUMIHAYIT abo NopyuwenHs npag aoouHu, K ye
sidbyeaemuvcss y cucmemi coyianvnoeo kpeoumy 6 Kumai. Cmamms maxosxc 6uceimmoc NumaHHi emuyHo20
3ACMOCY8AHHA WIMYYHORO [HMeNeKmy ma nompedy 6 MIHCHAPOOHUX CMAHOapmax O 3a6e3nedeHHs npo30pocmi,
gionogioanvHocmi ma Oe3nexu y 6UKOPUCMAHHT YUPPOBUX MEXHON02IU.

Kniouoei cnoea: kongioenyiiinicmo, 3axucm nepcoHAlbHUX OAHUX, emuKda, Yugposi npasa JaOOUHU,
Kibepbesnexa, wmyynuti inmenexm (LLI).

Beryn. JloTpumaHHs €TUKY Ta KOH(1ASHIIHHOCT] y HIH(POBUX MI>KHAPOIHUX KOMYHIKaIIsAX €
KJIFOYOBHMM acCTEeKTOM 13 0araThoX nmpuyuH. [lopynieHHs: eTHYHUX HOPM 1 TPUBATHOCT1 MOKE 3HAYHO
HAIIKOAMTH peryTauii Ta IMIJUKy yYaCHMKIB KOMYHiKalii, iX opraxizamiii. ¥ 0aratbox KpaiHax
ICHYIOTh 3aKOHH, L0 PETYNIOITh 30epe’keHHs KOHQIAEHIIMHOCTI Ta €TUYHI HOPMHU B 1HTEPHET-
KoMyHiKarisx. [lopymeHHs: X 3aKOHIB MOXe MaTu opuauyHi Hachiaku. Lludposi komyHikarmii
gacTo nependayaroTb 0OMiH ocoOucTor0 iHpopMaIrier. 30epekeHHs KOH(DIIEHIIIMHOCTI ToroMarae
3aXMCTUTH OCOOUCTI JJaHi BiJl HECAHKIIIOHOBAHOTO JIOCTYIY Ta 3JI0BXXHUBaHb. JIOTpUMaHHS €THYHHX
HOPM CIIpHsi€ MIATPUMIN MPOEciiHOI €THKH Ta CTBOPIOE 3/I0POBE CEPEIOBUINE ISl CITIBIpAIl,
JOBIpH, ILI0 € KPUTHYHUM Yy Oi3Heci, MOJITHII Ta MDKHApOJHUX BigHOocMHaX. HesakoHne
BUKOpUCTaHHs iH(opmMarlii, sika Oyjga oTpuMaHa NUIIXOM IOPYIIEHHS KOH()IICHIINHOCTI, MOXE
NPU3BECTU /10 KiOEP3JIOYMHHOCTI, TAaKOi SK IIaXpalCTBO, KpaJiKKa OCOOMCTHUX HaHUX TOIIO.
JloTpuMaHHs €TUKH Ta KOH(IACHIIIWHOCTI € OCHOBHUMHM NPHHIIMIIAMH B CYYacCHHX ITU(GPOBHUX
KOMYHIKaIisiX, COpUsAI0YH Oe3melli, J0Bipi Ta e(peKTUBHOCTI y MIKHAPOJHHUX B3aeMoisx. CyuyacHui
CBIT, Y SIKOMY IIM(POBI TEXHOJOTIi BIAIrpalOTh BUPIMIATBHY POJIb Y MDKHAPOJIHUX KOMYHIKAIIISX,
CTHKAEThCSI YC€ 4YAaCTINlE 3 HOBUMHU BUKIMKAMU B MUTAaHHSIX €TUKU Ta KOHQIICHIIIIHOCTI.
[HpopmaniiiHi TEXHONIOrMi CTaad OCHOBOKO JII MIDKHAPOAHOI TOPTiBiIl, TUIUIOMATii, OCBITHIX 1
KYIbTYPHUX OOMIHIB, aje 3 UM 3POCTAIOTh PU3HUKH MI0J0 30epeKeHHS KOH(IACHIIHHOCTI TaHUX,
BUKOPUCTAHHS TEXHOJOTIH B €THYHHMX MEXKaxX 1 3aXWCTy NpaB JIIOJUHH B OHJIAWH-CEPEIOBHIIIL.
PosrnssHeMo OCHOBH1 aCHEKTH IMX BUKJIHUKIB, iX BIUIMB HA MIXKHAPOJIHI KOMYHIKAIIii.

AHai3 ocTtaHHiX AocailkeHb i myOgikanmiii. [lutanHs eTtukm Ta KoH(]iAEHIINHHOCTI Yy
U(PPOBUX MIKHAPOJHUX KOMYHIKAIISIX JOCHI/DKYIOTh 0araTo HayKOBIIB 3 PI3HHMX Trally3ei,
30Kpema 3 mpaBa, iHpopMaliiiHoi Oe3neKH, MOJITOJOTI], eTUKH Ta couialbHuX Hayk. dDimocod,
OJIMH 13 MPOBIJHHUX JOCITITHUKIB €TUKU 1H(OpPMAIIHUX TEXHOJOTIH, BioMuil podotamu y chepi
iHpopManiiHol etk Ta uudpoBoi koHpineHuiHocti JI. duopial gocmimxkye mnpodieMu
MIPUBATHOCTI, €TUKU HU(PPOBUX JaHUX, BIUTUB iHPOpMaLiiHuX TexHosorii Ha cycniabeTBo (Floridi,
2014, Floridi, 2019, Floridi, 2023). Cormiosior, aBTOpKa KHUTH «FEnoxa cnocmepeicHuybko2o
kanimanizsmy» («The Age of Surveillance Capitalismy) 11.3y6oh¢d anamizye, gk Bemuki
TEXHOJIOT1YH1 KOMIIaH1i 30MpaloTh 1 BUKOPUCTOBYIOTH MEPCOHANbHI JaHl, B T.4. €TUYHI BUKJIMKH,
NoB’s13aH1 3 UM MiporiecoM (Zuboff, 2019). locnigauns y rany3i €eTHKU Ta TEXHOJIOTIH, siKa Mpalioe
HaJ NUTaHHAMM KOH(iAeHUIHHOCTI Ta Oe3neku y mudpoBomy cBiTi, I'. Hiccenbaym po3pobuiia
KOHIICTILIIIO «KOHMeKCmyanvhoi 0obpoyecHocmiy («contextual integrity»), O aKIEHTY€: 3aXUCT
KOH(IJEHIIITHOCTI 3aJIeXKUTh BIJ] TOro, B SKOMY KOHTEKCTI BHUKOPHCTOBYETbCA 1H(OpMAIis
(Nissenbaum, 2009; Brunton, Nissenbaum, 2015). ExcriepT y chepi KoH(1IEHIIITHOCTI, 3aCHOBHUK
Hentpy inpopmariiiinoi npuBaTHocTi (Center for Information Privacy) M. PorenGepr 3aiimaBcs
MIUTAHHSAMU PETYJIIOBAHHS Ta MpaB Ha MPHUBATHICTH Y IMppoBomy cBiTi (Rotenberg, 2006 Rotenberg
2007, Rotenberg 2010, Rotenberg 2020). HaykoBenp B ramy3i kommn'torepHoi etuku [l. [xoHcon
JOCTIKY€E €TUYHI TUTaHHSI, TIOB'sI3aHi 3 KOMI'TOTEPHUMHU CHCTeMaMu Ta KoHbineH iiHicTIo. BoHa
(bOKyCYETHCSI HA TOMY, SIK TEXHOJOTI4HI 3MIHU BIUIMBalOTh Ha 0COOMCTI mpaBa 1 cBo6oau (Johnson,
2020; Johnson, 2021). 3acHOBHUK pyXy BUIBHOTO IporpamMHoro 3abesneueHHs P. CroiamaH Takox
MiJHIMAE MUTaHHS KOHQIAEHIIIHOCTI Ta €TUKU y HU(POBUX KOMYHIKalLIfX, 30KpeMa I0J0 IpaB
KOPUCTYBadiB Ha KOHTPOJIb HaJ cBOiMH JaHuMH (Stallman, 2023).

VYKpaiHChKI HayKOBLI JOCHKYIOTh digital eTukeT 1 KOMyHIKaIlii, IXHIi PO3BUTOK 1 CydacHi
TEH/ICHII1, 30KpeMa aHalli3yeTbcs npupoaa Ta ¢yHkuii digital erukery sk (Gopmu moBeIIHKOBOT
KYJIbTYPH Y BIpTyaJbHOMY IIPOCTOPI, @ TAKOXK K OJHOIO 31 croco0iB peanisaliii ocooucroi cBodou

69



Cepia 22. Ilonimuyuni nayku ma memoouKku 6uK1a0anHsa CoyianbHO-nOIIMUYHUX OUCUUNTIIN

CaMOBUPXEHHS 3 MOBArol0 A0 iHTepeciB iHMMX (AHApiiiuenko, bausniok, Maiictpenko, 2021).
[IpenmerHe mone ais TaKUX JOCTIDKCHb Yy paMKax Cy4acHUX IOJIITHYHUX HAayK pPO3BUBAIOTH
HaMpaIoBaHHS 00 1HPOPMAIiTHO-aHATITHYHOL iSUTBHOCTI SIK YaCTHHH MOJITHYHOT KYJIBTYpH Ta
MiKHapoaHO1 6e3nekoBoi momituku ([ymsak, 2020), cTOCOBHO MOJIITHKO-TIPABOBOTO BPETYITFOBAHHS
CYCHIIBPHUX BIIHOCUH TiJ Yac BUKOPUCTAHHS 1H(OOPMALIMHUX 1 KOMYHIKATUBHUX MOKJIHBOCTEH
inTepHeT-Mepexi ([alropoacekmii, 2022), 3 MUTaHb Cy4aCHUX BUKJIUKIB 3aCTOCYBAHHS IITYYHOTO
IHTENIEKTY B MOJITUYHOMY >KUTTI Ta myOnigynomy yrpasiinHs (Cholyshkina, Karnaukh, Volianiuk,
2024). Buxnukae iHTEpeC 1 JOCTIHKEHHS IMOAO BEIEHHS 30BHINIHBOIOMITHYHOI JISIIBHOCTI 3
BUKOPUCTAaHHAM HOBITHIX TEXHOJIOTIH Ha mpocropax BcecBiTHROI Mepexi IHTepHer. ABTOpH
3a3HayalTh, 110 BIUIMB KOMYHIKAIIMHUX TPOIECIB Ha MDKHApOIHIN apeHi Ta pPO3BUTOK
iHpOopMaliiHO-KOMYHIKallIHHUX TEXHOJIOTIH B MOMITUYHIN cepi, KOTpi mMpU3BeENIM 10 HEOOX1THOCTI
BUKOPUCTAHHSI OHOBJICHUX 3aC00IB BEJICHHsI 30BHIIIHBOI MOMITHKH, € 00TpyHTOBaHUMH (I1lenemba,
Cumuepa, 2020). B Ykpaini nociikytoTs 1 poiab HU(pPOBOI JUIIIOMATIi B KOHTEKCTI MyOJIiYHOT
JTUTUIOMATIi, a TakoX 1i 3HA4YCHHS B TMOJITHYHIN ISUTBHOCTI; MIIKPECTIOITh, IO CydYacHe
CYCHUIBCTBO HEMOKJIMBO YSIBUTH 0€3 COLIAIBbHUX Mepex K 00MiHYy 1HPOpMAaLi€l0 Ta 00rOBOPEHHS
aKTyalnbHUX TeM. [[is OUIBIIOCTI JFOACH KOPHUCTYBAaHHS COIIAILHUMH MEpEeXaMu € 3BHUYHUM
SIBUILIEM, & JUIsl JIMIJIOMATIB, MOJITHUKIB 1€ HE JUIIE 3aci0 CIUIKYBaHHS 3 HIMPOKOIO ayIUTOPIEIO,
aje ¥ MOXJIMBICTh 3PO3YMITH CYCIUIbHI HacTpoi B KpaiHi ixHporo mnepeOyBanns. L{udposuit
MIPOCTIp JI03BOJISIE BIICTEKYBATH PEAKIIII0 IPOMAJCHKOCTI Ha JIii BIagy Ta BUKOPUCTOBYBATU HOTO
IUI BIUIUBY Ha I'POMAJChKY AYMKY, (DOpMYBaHHS MO3UTHBHOIO IMIJKY CBO€] KpaiHH 3a KOPAOHOM
(Mipomnnyenko, ®demoposa, 2022). Ili mocnmigHUKK 3poOWINM BAaroMuil BHECOK Y PO3BHUTOK
PO3YMIHHSA €TUYHHMX 1 KOH(PIACHIIINHUX acleKTiB MU(PpPOBUX KOMYHIKAIIA Ha TJIO0ATHHOMY PiBHI,
aJie MMTaHHA €TUKU Ta KOHQIACHUIHHOCTI y IM(POBUX MDKHAPOJHUX KOMYHIKALIAX B YKpaiHi €
MaJIO TOCTI/DKEHUM, TOMY BBaXKAEMO II0 TEMY aKTYaJIbHOKO JUISI HAYKOBOT PO3BIIKH.

MeTo10 J10CHiIKeHHSI € BUBUCHHS IHCTPYMEHTIB 3aXHCTy MEPCOHANBHUX JIAHUX Y HUPPOBUX
KOMYHIKAI[IIX Ha MDKHApOJHOMY pIBHI, 30KpeMa B yMOBax pI3HHUX HIOPUAWYHUX Ta ETUYHHUX
CTaHJapTIB MK KpaiHamu. Lle oriHKa BIUIMBY pi3HUX MDKHAPOJAHUX 3aKOHIB 1 PETYJIsLii, TaKUX SK
GDPR (General Data Protection Regulation), Ha 3axucT pmaHWX; aHali3 3arpo3 i
KOH(IIEHIIITHOCTI KOPHUCTYBayiB y TIJI00AIbHOMY IM(PPOBOMY CEpEIOBHILI; aHali3 ETHYHUX
CTaHJApTIB I 3a0e3MeueHHs] 3aXUCTy KOH(IACHIIMHOCTI Ta HU(GPOBHUX MpaB y MIKHAPOIAHHUX
KOMYHIKaIlisiX; JOCTIJDKEHHS BIUIMBY INTYYHOI'O IHTENEKTYy Ta aBTOMAaTH30BAaHUX CHCTEM Ha
MepPCOHANbHI JJaH1 Ta KOH(D1IEHIIHICTh KOPUCTYBAYIB.

Metoau AoCTiI:KeHHS, SKI BUKOPHUCTaHI sl BUBYCHHS KOH(IIEHIIIITHOCTI Ta ETUYHUX
MUTaHb B MDKHAPOJHUX IMGPOBUX KOMYHIKAIIAX: KOHTEHT-aHANI3 — BUBYEHHS HAasSBHUX
MDKHApOJHHUX 3aKOHIB, MPAaBWJI 1 MONITUK MIOA0 KOH(iAeHHIHHOCTI manux (Hampukiaa, GDPR);
aHaJli3 KOHTEHTY COLlalIbHUX MeJlia, 100 BU3HAYMUTH, SIK 0coOucTa 1HPOpMaIlisi BUKOPUCTOBYETHCS
a0o0 mepenaeTbes; MOPIBHAHHSA MDKHApPOAHMX IMPABOBUX PaMOK y Pi3HMX KpaiHax, Takux sk €C,
CIIA, Kwurait, 100 3po3yMiTH PI3HHIIO Y 3aKOHOJAABYOMY IMIAXOA1 10 KOH(IIECHIIMHOCTI TaHUX;
Kelc-cTall — BUBYEHHSI KOHKPETHUX BUMAJKIB MOPYIIEHHS KOH(1AEHIIHHOCTI a00 BUKOPUCTAHHS
nanux, sk y Bumanky Cambridge Analytica, myis meTaqbHOTO aHami3y HACHIIKIB 1 BHUSBICHHS
Bpa3JIMBOCTEH y CHUCTeMax 3aXMCTy; TMOpPIBHAJbHMNA aHali3 — TMOPIBHAHHSA  IOJITUK
KOH(IACHIIITHOCT] y PI3HUX KpaiHax, 100 3pO3yMiTH, SK BIAMIHHOCTI B KYJIBTypax 1 IpPaBOBHUX
HOpMax BIUIMBAIOTh HA 3aXHCT OCOOMCTHX JIaHUX.

PesyabTraTn Ta auckycii. ¥V cBiTi, 1e oOMiH iHpoOpMali€0 MiXK KpaiHaMH BiJIOyBaeThCs B
peanbHOMY 4Yaci, 30epiraHHs W 3aXHUCT MEPCOHAIBHUX JAHUX CTAIOTh BAKJIMBUMHU IHTAHHSIMH.
Kosxna mmudpoBa B3aeMoist — BIJ peecTparlii y COliabHAX MEpPeax 10 MDKHAPOJIHHUX TPaH3aKIIH
— nependayae 30MpaHHs BEIUKOI KUIbKOCTI ocobuctoi iHpopmaii. IIpoGiema koHbiAeHIIHHOCTI
3aroCTPIOETHCS Y MIKHAPOJHUX KOMYHIKAI[ISAX, a/JKe JlaHl KOPUCTYBaudiB MOXYTh OyTH TepenaHi
yepe3 KOPAOHH, 7€ 3aKOHH 1010 3aXMCTy KOH(1AeHIIIHO1 iHpopMallii MOKYTh BiAPI3ZHATHUCS.

Kondigenmiiinicte — e TpUHININ, SKUH Tependadae 3axucT ocoductoi iHdopmarii Bix
HECAHKIIIOHOBAHOTO JOCTYIy a0o po3rosoiieHHs. BoHa oxoruioe 30epekeHHs Ta 3aXUCT JaHUX,
K1 MOKYTb OyTH MPUBaTHUMU a00 YYTIMBUMH, 100 BOHU HE MOTPAIMIM JJO CTOPOHHIX 0ci0 abo
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opraizaniii 6e3 3roau BracHuka. KoHdineHmiiHicTe BaxmBa y Oaratbox cdepax, 30KkpemMa B
MOJIITUYHIN, MeIUYHIN, I0pUANYHIM, 013HECOBIM, IUPPOBIH. Y KOHTEKCTI HU(POBUX KOMYHIKALIN
KOH(IACHIIIHICTh 03HAYa€ 3aXUCT MEPCOHATBHUX IAaHUX KOPHCTYBAaYiB IHTEPHETY, SKI MOXKYTh
OyTu 310paHi, mepeaani abo BUKOpUCTaHi TpeTiMu cTopoHamu. Lle Takox nependayae 3a0e3meueHHs
TOrO, IO TUIBKM YIIOBHOBAXKEHI OCOOM MAarOTh JOCTYIl JIO TAaKUX JAHHUX, 1 110 BOHU HE OyIyTh
BUKOPHCTAHI JIJIs IIKIJTMBUX IIiIeH 0e3 Bigoma Ta 3roau kopuctyBada (Bukaty, 2019).

Mixnapoani kopmoparii, Taki sk Google, Facebook abo Amazon, maroTh nocTym 10
OCOOMCTUX JaHUX MUIBSPIB JIIOACH, IO CTBOPIOE PHU3UKH HEMPABOMIPHOTO BHUKOPHUCTAHHS
iHpopmanii abo BUTOKY naHUX. barato nepxaB NPUIMAalOTh 3aKOHH Ul PETYJIIOBAHHS LbOTO
MATaHHS, Hanpukian, €Epponelicbkuii Cor03 BCTAaHOBIIOE CYBOpI TpaBuja MO0 OOpPOOKH
nepcoHaIbHUX JaHuX. OnHak rinobanabHa MPHUPOJA IHTEPHETY O3HAuae€, IO 3000B'I3aHHS II0A0
KOH(]1ACHITITHOCTI 4acTO HE 301ratoThCs MK KpaiHaMH, CTBOPIOIOYH PU3HKH TSI KOPUCTYBAYiB.

30upatouu AaHi, oprasizauii TOBUHHI AISTH BIAMOBIIHO 10 €THYHUX cTaHAapTiB. [Ipo3opicTh
1 3rofla KOpHCTyBauiB Ha 301p 1H(opmallii € HeHTPaTbHUMU NPUHIUIAMH €TUYHOTO BUKOPUCTAHHS
TaHuX. Y MDKHAPOJHUX KOMYHIKAI[ISX 11€ MUTaHHS YCKIIAJHIOETHCS Yepe3 PI3HUII0 B KYJIbTYPHHX 1
opuan4HuX ctangaprax. o € npuiHATHUM 3 €TWYHOI TOYKM 30py B OJHIN KpaiHi, MOXke OyTu
HEMPUIYCTUMUM B iHIIIH. [{e BaxkIMBe MUTAaHHSA: K CTBOPUTH yHIBEpCalIbHI €TUYHI CTAaHAAPTHU IS
3aXUCTy KOH(IICHIIIMHOCTI B TiIo0anpHOMY ItudpoBomy cepenoButi (bem, ['opoaucekuii, 2021).

B emoxy cTpiMKOro po3BUTKY NM(PPOBUX TEXHOJOTIH, KomM iHpOpMaliiiHI TMOTOKU
MEPETUHAIOTh KOPJOHU B PEAIbHOMY 4aci, BAHUKAE€ HEOOXITHICTh MEPEOCMUCIICHHS TPaJAUIIHHUX
IpaB JIIOJUHU B HOBOMY KOHTEKCTi. [IOHATTS HU(POBUX MpaB JIIOJUHM OXOIUIIOE IPAaBO Ha
MPUBATHICTb, CBOOOJY BHUPAXEHHS TMOTJIAMIB, IOCTYNm 10 iH(MOpMaIli, a TaKoX 3aXHUCT BiJ
muckpuMiHanii  Tta 1mdpoBoro crexenHsa. Lli mpaBa CcTalOTh HEBII'E€MHOIO  YaCTHHOIO
JEMOKPATUYHOTO CYCIIJILCTBA, JI€ TEXHOJIOTI1 BILTUBAIOTH HA KOKEH ACTIEKT JKUTTSI JIFOIUHHU.

[Mudposi mpaBa MarOTh TICHUH 3B'SI30K 3 0Aa30BUMHU IpaBaMM JIIOJUHH, IO 3aKPIIUICHI Y
MDKHApOJHHMX JOKYMEHTAaX, TaKWX sIK 3araibHa Aekiapaiis npas goauan OOH ab6o €spornericbka
KOHBEHIi 3 MpaB JOAWHU. IIpoTe pO3BUTOK IHTEPHETY, COLIAIBHUX MEpeX 1 TEeXHOJOTIH
ITYYHOTO IHTEJIEKTY CTBOPWMB HOBI 3arpo3u Il LUX TMpaB. TepMiH «uudpoBi mpaBa» OyB
3alpOBAKEHUH U TOro, MI00 MO3HAUYMTH creludivHi Mpasa, SKi MOB'I3aHI 3 BUKOPUCTAHHSAM
1HTepHeTy Ta 1udpoBUx TexHojorii. Lle mpaBo Ha kKoHOIAEHIIHHICT, CBOOOIY CJIOBa, IIPaBO Ha
JOCTYH 110 iH(opMaIlii, a TAaKOXkK 3aXUCT BiJ IEH3YPH Ta KOHTPOIIIO 3 OOKY ypsAaiB a00 KOproparii.

OpHMM 13 EHTPAIIbHUX MUTaHb HU(GPOBUX IPAB € MIPABO HA IPUBATHICTb. Y HU(PPOBOMY CBITI
JIFO/IM IOJICHHO TMEepelaloTh BEIMUYE3H1 00CATH NepCOHANBHUX JaHUX — BiJl MOIIYKOBUX 3aIUTIB 10
¢inaHcoBux TpaH3akmii. Ili maHi MOXyTh OyTM BHUKOPHCTaHI KOpIOpaLlisIMHU JJs LiJIel
TapreToBaHoi pekyaMu abo MOJMITHYHUX KaMIaHii, sk 1e crajocs y cupasi Cambridge Analytica,
KOJM JlaHl MUIbHOHIB KopucTyBauiB Facebook BHuKopucTOBYBamucs A MaHIMyJsii BUOOpaMu.
[TpuBaTHICTh TAaKOXX CTae 00’€KTOM MOpPYIICHHS 3 OOKy JepxaB. Hampukinan, y neskux KpaiHax
aKTUBHO BHKOPHCTOBYIOTBCSI TEXHOJIOTII JJISi CTEKEHHS 3a TpoMaJsHaMH Ta 300py 0OCOOHCTOl
iHpopmanii 6e3 ixHpoi 3romu. lle BHUKIMKae 3aHEMOKOEHHS Yy CBITOBOI CHUIBHOTH, aKe Taka
MPAaKTUKa MOKE MPU3BOJUTHU A0 MOPYIICHHS! OCHOBOIIOJIOKHUX MPAB JIIOAMHH. 3aXUCT MPUBATHOCTI
BUMAara€ MNpUHHATTA MDKHApOJAHUX 3aKOHIB, SKI TapaHTYIOThb 30epeKeHHS KOH(IAeHIIHHOT
iHdopmariii Ta 3a00pOHSIOTH ii HECAHKI[IOHOBaHE BUKOPUCTaHHsA. OTHUM 13 TPHKIATIB TaKOTO
perymoBanHs € GDPR — 3aranbHO€BpONENChKUIl 3aKOH IPO 3aXMUCT JAHUX, KU BCTAHOBIIIOE
BHCOKI cTanaaptu koHpigenmiitnocti (Kuner, Bygrave, Docksey, Dreschler, 2020; Ukrow, 2018).

CB000/1a BUpaXeHHS MOTJISIB € (yHIAaMEHTAIILHUM MIPABOM JIFOJMHU, K€ Ma€ HOBUM BUMIp
y mudpoBy enoxy. ComianbHi Mepexi, OJOru Ta 1HIIN OHJIANWH-TUIAT(GOPMHU J103BOJISIIOTH BUIBHO
BUCIJIOBJIIOBAaTH JyMKY, OOMiHIOBAaTUCS 1H(OpMAIli€lo 3 BEIMKOIO ayauTopiero. Ilpore me mpaso
4acTO OOMEXYEThCS IIEH3YPOI0 200 KOHTpOJIeM Haa iHGOpMAIIHHUMHU TOTOKaMHU 3 OOKY YpsiAiB abo
KOMIMaHild. Y JesKkux KpaiHaXx cBo0O/a CI0Ba B IHTEPHETI KOPCTKO KOHTPOJIOETHCA, a AOCTYI 10
MeBHUX BeOCalTIB OJIOKYETHCS, IO CTAaBUTh i 3arpo3y AeMOKpaTWyHi npuHuunu. Hanpuknan,
Kurail akTHBHO BUKOPHCTOBYE cucTeMy «Bennukoro KuTaiicbkoro gaepBoiay, sika 0OMexXye J0CTyI
1o OGaraThboX 3axiHMX caiTiB, 30kpeMa il Google Ta Facebook. Taki nii BUKJIMKAaIOTh MI>KHAPOIHI
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CyIepeuKH 010 MopyIIeHHs Mu(poBux mpas rpomaasH (Haraiuyk, 2015). Benukuii kutaiicbkuit
¢aepsoin (Great Firewall of China) — e komriekcHa cuctemMa IHTepHET-IIeH3ypH Ta KOHTPOJTIO, SKY
3actocoBye ypsin Kutaro st oOMexeHHs HOCTYMy J0 TMEBHHUX BeOCAMTIB 1 CepBiCiB 3a MeXaMu
KpaiHW, a TaKOX /I MOHITOPHHTY IHTEPHET-aKTUBHOCTI KOpHCTyBadiB. OQIIiifHO I1e¢ YacTHHA
OinpIoi iHimiaTHBM miJ Ha3Boro «3ojotuil muT» (Golden Shield Project), sika cnpsimoBana Ha
3aXHUCT HAI[IOHAIBHOI Oe3MekHu Ta 3a0e3NeueHHs ComiaibHOiI cTabumbHOCTI. OKpiM TOrO, 3pocTae
3arpo3sa je3iHdopmariii Ta MaHIyIALid y nudpoBux cepenopumiax. [lommpenns GpelikoBuX HOBHH,
ne3iHGOpPMAIITHIX KaMITaHii 1 MaHIMyJATUBHUX QJITOPUTMIB BIUIMBAE HA TPOMAJICBKY JTYMKY,
HiApUBA€E JEMOKPATUYHI ITPOLIECH Ta CTBOPIOE HEPIBHI YMOBH JJIsi KOPUCTYBAUiB.

VY cydacHOMY CBITI IHTEpHET CTa€ HE MPOCTO IHCTPYMEHTOM KOMYHIKarii, a ¥ BaKJINBUM
(dakTOpoM s COLIaNbHOI, €KOHOMIYHOI Ta MHOJITMYHOI yvacTi. ToMy mpaBo Ha JOCTYI [0
IHTEpHETY PO3IJIAJAETHCS K BaXKIIMBA YacTHHA IU(poBuX npas goauHu. Opranizanis O0'eqHaHUX
Hariif y cBOiX pe3omonisx BH3HA€ JOCTYN IO IHTEPHETY OJHMM i3 OCHOBHMX IIpaB, AK€ BOHO
J03BOJISIE JIIOJSIM  OTpUMYBaTH 1H(OpMaIlito, HaBYaTHCsA, BecTH Oi3HeC 1 OpaTH yd4acTh y
rpoMajcbkoMy XUTTi. OfHAK y CBITI JOCI iICHye 3HAYHMHA PO3PHUB Y JIOCTYII IO 1HTEPHETY MIXK
pI3HUMHU KpaiHaMu Ta coliadbHUMHU Tpynamu. binbme Hik 40% HaceneHHs IMJIAHETH HE MAaloTh
JOCTYNy A0 TJI00ambHOI MEpexi, 0 OOMEXye iXHI MOMIJIMBOCTI Ui PO3BUTKY Ta COLIAIbHOT
iHTerpamii. lleit tmdpoBuit po3puB MOXKE CTaTH JKEpEIOM HOBUX (OpPM HEpPIBHOCTI Ta
muckpuminanii (I'pons, [loropenenko, 2018).

OnnuM 13 HaWcepHO3HIMUX MOPYIIEHb MUGPOBUX TpaB € NU(PpoOBe CTEKEHHSA. YPSIau Ta
KOMIIaHii MOXYTh BUKOPUCTOBYBATH LU(PPOBI TEXHOJIOTIT IS BiACTEKEHHS MOBEIIHKU IPOMAJISH B
IHTEpHETI, 30KpeMa IOIIYKOBI 3allUTH, MICIIE3HAXOJKEHHs, KoMyHikalii. Ile Bukiukae cepio3Hi
100OIOBaHHS 110JI0 OPYIICHHS MpaB JIOJAWHU Ta BTOPIHEHHS B IpUBATHE XUTTA. Taki TexHomorii
SIK pO3Mi3HaBaHHS 00JMY, 00poOKa BEIMKHX OOCATIB JAaHUX MOXKYTh BUKOPHCTOBYBATHCS ISt
avcKkpuMiHanii Ta mopymieHHs npas. Hampukinan, B Kurtal akTUBHO BHKOPHUCTOBYETBHCSI CHCTEMaA
COIIIAIbHOTO KPEIUTY, /1€ TIOBEIIHKA TPOMA/ISIH OIIHIOETHCS 32 IOTIOMOTOI0 MU(PPOBHUX aJTOPUTMIB,
1110 MOXXYTh BITUBATH Ha JOCTYII A0 MOCIYT, KpeauTiB abo HaBiTh nepecysanHs (Comninko, 2013).

Ha mixxHapoJHOMY piBHI NUTAaHHS 3aXUCTY LHU(POBUX MpaB CTAIOTh JieJalll BaXJIMBIILIUMHU.
Opranizanii sk OOH, €Bponelicbkuii Coro3 Ta rpOMajChKi 1HIIIATUBUH aKTHUBHO MPAIIOIOTh HAJ
PO3pOOKOI0 CTAaHIAPTIB 1 3aKOHOJABCTBA JIJIs 3a0€3MEUYCHHS 3aXHCTY IpaB JIIOJAUHA B U(PpOBOMY
npoctopi. [Ipore 1udpoBi mpaBa 3aTUIMIAIOTHCS MPEAMETOM MOCTIHHHX ae0aTiB, OCKIIbKU
TEXHOJIOTIi MPOJIOBKYIOTh PO3BUBATHCS. Ba)KITMBUM KPOKOM 10 3aXUCTY MPaB JIOJMHA B IHTEPHETI
€ PO3BUTOK TJI00aMbHOI MpaBOBOI 0a3M Ta MEXaHI3MIB 3aXHUCTy, 110 3a0e3MeuyloTh MPO30PICTh,
BI/IMOBITAJIbHICTh T €TUYHE BUKOpUCTaHHA upoBux Texnomorii (Kpasuyk, 2013).

Cepen BUKIMKIB y cdepi KOH(DIIEHUIHHOCTI BIICYTHICTh YHIBEPCAIBHOTO MiXKHAPOIHOTO
3aKOHOJABCTBA 3 PEryJIOBaHHS 3aXMCTy JaHUX Yy TN00aJbHUX KOMYHIKalLisfX. Y pI3HHUX KpaiHax
ICHYIOTh pi3HI IPaBOBI MiAX0AM 10 KOH(iAeHLINHHOT iHpopMallii, 11e MOXKe CTBOPIOBATH MpoOIeMu
uig OaraTOHaIllOHAJIbHUX KoMMaHik 1 kopuctyBauiB. Hanmpuxman, Bumorun €C (GDPR) moxyTth
OyTH 30BCIM IHIIMMH, HDK 3akoHonaBcTBO y CIIA a6o Kurai. HeoOxigHa riobanbpHa criBrpans,
saka O cmpusyia TapMOHI3allll MpaBoBUX cTaHAapTiB. MixHapoani opranizauii, sk OOH a6o €C,
MOBHMHHI BiJIrpaBaTH aKTUBHY pOJIb y PO3poOLll 3arajJlbHUX CTaHAAPTIB KOH(IIEHLIHHOCTI, 11100
3a0e3nMeYnTH HAAIMHIIINKN 3aXUCT TaHUX y TI00aIbHOMY MacITaoi.

BaxiuBoro CKIal0BOI0 Cy4acHHX HU(PPOBUX KOMYHIKAlii € BHUKOPHCTaHHS IITYYHOTO
inrenekty. LI mo3Bosysie oOpoOIATH BenUye3Hl OOCATH JaHUX 1 NMPUHAMATH aBTOMAaTH30BaHI
pillIEHHS, 10 MOXKE CIPHATH MPUCKOPEHHIO MDKHAPOAHOT KOMYHiKallii Ta 0OMiHYy iH(pOpMaIli€lo.
[Ipore Bukopucranns Il takox cTaBuThH cepiio3H1 eTUuHI nutaHHsA. Hacammepen, moBa iijae mpo
MIPO30PICTh ANTOPUTMIB Ta iXHIO cripaBeyiuBicTh. Sk LI 00pobisie iHpopMmarito 1 Yu HE MOpyIIye
BIH IpaBa JIIOJWHU TiJ Yac npuiHATTA pimens? Hanpuxman, Bukopucranns LI nmns
MIPOTHO3YBAaHHS TOBEIIHKM KOPHUCTYBaudiB a0 JuId aBTOMAaTH3allil MPOLECIB y AUIUIOMATIi MOXe
MIPU3BECTH 10 HEOO'€KTUBHUX BUCHOBKIB 200 HABITH JI0 TMOJITHYHUAX MAHITYJISIIH.

ITyyHuii IHTENEKT — i€ raly3b KOMIT'IOTEPHOI HAYKH, sIKa 3aiiMa€eThCsl CTBOPEHHSIM MaIllUH 1
nporpam, 37aTHUX BUKOHYBATH 3aBIAaHHS, IO 3a3BUYall BHUMAararoTh JIFOJICBKOTO iHTeNekTy. lle
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HaBYaHHS, PO3Mi3HABAHHS MOBH, Bi3yaJbHE CIPUHHATTS, IPUHHATTS PillICHb, PO3B'I3aHHS IPOOIIEM.
OcHosHoto Metoro 11l € MonentoBaHHS Ta aBTOMAaTH3allisl 1HTEIEKTYaIbHUX MPOIECiB (aHAITUKA,
PO3YMiHHS KOHTEKCTY, IUIAHyBaHHS, HaBITh KPEaTuBHICTH). IcHye Kinbka miaxoaiB go LI: crnabkuit
I (abo By3pkmii IIII) — cnoemiamizyeTbCss Ha BHKOHAHHI OJHOTO 3aBIaHHS, HANPHUKIA],
po3mi3HaBaHHI 300pakeHb abo rojocy; cwibHui I — e cucrema, sika 3AaTHA 10 YHIBEpCAIbHOL
IHTEJIEKTYaJIbHOI TISUTBHOCTI, TOAI0HOT 10 JTFOCKKOT0 MUCIEeHH. L{i cuctemu Moriu 6 BUKOHYBaTH
Oynb-siKe 3aBJaHHS, sIKe 37JaTHAa BUKOHATH JtoauHa. 111 akTMBHO 3aCTOCOBYETHCS B PI3HUX cdepax:
OXOPOHI 3710pOB's, hiHaHCAX, TPAHCIIOPTI, MAPKETUHTY, OCBITI Ta iHmUX (Haruiuyk, 2015).

OCHOBHOIO TEMOIO 3aCTOCYBaHHA WITYYHOTO IHTEJNEKTY € IHUTaHHS eTUKH, JOBIpH Ta
HAJIAHOCTI, O BiOOpakeHO B OCHOBHUX JokymeHTax €C, Takux sk Recommendation of the
Council on Artificial Intelligence (OECD) (OECD, 2019) ta Ethics Guidelines for Trustworthy Al
(High-Level Expert, 2019a; High-Level Expert, 2019b). Takuil migxin crnpuse ¢GopMyBaHHIO
KITFOYOBHMX MPUHIIUIIIB, SKI MAaIOTh MPIOPUTETHE 3HAYSHHS JIJIS BCIX MDKHAPOJHHX 1 HAIIOHATBHHUX
HOPMAaTHBHO-TIPABOBUX JIOKYMEHTIB, @ TAKOK JOKYMEHTIB, 1[0 CTOCYIOTHCS MPAB JIFOJUHH, 3aXUCTY
CMOXXMBAYiB, NMEPCOHAIBHUX TaHUX, IHTEJIEKTYaJbHOI BJIACHOCTI, BIANOBiAIBHOrO Oi3HECY Ta
koHkypeHtii. 3rimHo 3 Recommendation of the Council on Artificial Intelligence (OECD, 2019)
BiJlMOBiAabHE yripaBmiaas HagiiauM LI mae 6a3yBatucs Ha TAKUX KIIFOUOBUX MTPUHIIUIIAX

— 1HKJIIFO3UBHE 3POCTaHHS, CTAJIMH PO3BHUTOK 1 AJOOPOOYT (MIATPUMKA JIOJCHKOTO TOTEHINATY
Ta KPEaTUBHOCTI, 3aJy4eHHS HEJOCTAaTHbO TMPEACTABICHUX TPyl HACEJICHHS, 3MEHIICHHS
CoIliaIbHOT, EKOHOMIYHOT Ta T€HIEPHOI HEPIBHOCTI, @ TAKOK 3aXUCT MPUPOJTHOTO CEPEIOBHIIA);

— JIIOJMHOLEHTPHYHI IIIHHOCTI Ta CHpPaBEUIMBICTh (IOTPUMAHHS BEPXOBEHCTBA IPaBa, MpaB
JIOJIMHU, JTEMOKPATUYHUX IIHHOCTEHW, B T.4. CBOOOMY, TIJTHICTh, PIBHICTh, KOH(IACHIIWHICTh Ta
HEAVCKPHUMIHALIIIO);

— MPO30PICTh Ta 3pO3yMUNICTh (HaZaHHS OCTaTHHOI iHGopMalii st po3yMmiHHs cuctem I,
30KpeMa I110/10 B3aEMO/I1 3 HUMH, MOKJIMBOCT1 OCKap»KeHHs pe3ynbTaTiB, oTpuManux Bija LLI);

— HafiiHICTb, Oe3meka Ta 3aXucT (3abe3nedeHHs1 Oe3neuHoro QyHkuionyBaHHs cuctem LI,
YIPaBJIiHHSA PU3MKAMU MPOTIATOM YChOTO iX JKUTTEBOTO LMKy, BKIIOYAIOYM 3aXUCT JAaHUX Ta
KOH(1ACHITIHHICTD);

—  BIANOBITANBHICTH 1 MiA3BITHICTh (KopucTyBaui LIl MOBMHHI HECTH BIJIIOBIAIBHICTH 3a
notpuManHs nux npuHiumib) (Apay, [letpoe, boposaienko, Ta iu., 2023).

OnHUM 13 BUKITUKIB JUIs 3a0€3M€UeHHS €TUKH 1 KOH(DIISHIIHHOCTI B MIKHAPOIHUX UPPOBUX
KOMYHIKAI[IsX € HEOOX1AHICTh Ti00anbHOoi criBmpaii. Okpemi KpaiHM MOXYTh MaTH CBOi BJIACHI
3aKOHM Ta CTaHAApTH, ajllé BOHM HE 3aBXKAM Y3TOJUKYIOTBCS 3 TJIOOAJbHUMU BUMOTAMHU.
HeoOxigHicTh MDKHApOAHMX YIrOJ 1 PEryISITOPHUX MEXaHI3MIB € KIIOYOBHM €JIEMEHTOM IS
CTBOPEHHs Oe3meyHoro i eTuuHoro nudposoro npocropy. Mixuapoaui popymu, Taki sk G7, G20,
OOH, €C, cratoth mnaTdpopMaMu A1 0OOTOBOPEHHS LIUX MHUTAHb 1 PO3POOKH MIKHAPOIHUX HOPM,
K1 3a0€3MevyroTh KOH(QIACHIIHHICTh i €TUYHI CTaHIAPTH Y HU(PPOBUX KOMYHIKAIISX.

I'moGanpHa criBIpans Ta peryiIiOBaHHS MITYYHOTO 1HTEIEKTY CTANIN KIFOUYOBHUMH MUTAHHSIMH
4yepe3 CTPIMKUN PO3BUTOK TEXHOJOTIH, IO 3MIHIOIOTH Pi3HI aCMEKTU JKUTTS — BiJ] €EKOHOMIKH [0
HamioHanpHOT Oe3meku. Il mpomoHye BeNMMKI MOMKIMBOCTI Ui TIOKPAIICHHS JIIOJICHKOTO
n06po0yTy, aje BOJHOYAC HECEe 3HAYHI PU3UKH, 30KpeMa MOB'A3aHi 3 KOH(IACHUIINHICTIO, €TUKOIO,
O€3IeKOI0 Ta HEPIBHICTIO. ToMy MIKHApOJHA CITIBIpAIld 1 PETyJIOBaHHS CTAIOTh BAKIUBUMH IS
3a0e3neueHHs 30a7JaHCOBAHOTO BUKOPUCTAHHS IIMX TeXHOIOTiH. ['mobansna npupona LI Bumarae
MDKHApOJHOI KOOpMHAIlIl Ta 00'€THaHHS 3yCHJIb JIJIsi BUPIIICHHS BUKJIUKIB, K1 BUXOATH 32 MEXI
okpemux kpain. Texnomorii LI po3poOmnsioTbcss Ta BUKOPUCTOBYIOTHCS IO BCHOMY CBITY, 1 iX
BIUIUB HA CYCIIJIBCTBO MOXK€ OYyTH TpaHCHallOHaJIbHUM. Hampukinaza, anroputmu s oOpoOKu
TaHuX abo aBTOMAaTH3allil MOXYTh OyTH po3poOJieHI B OAHINH KpaiHi, aje BUKOPUCTOBYBATUCS B
1HIII1¥, CTBOPIOIOYM HOBI 3arpo3u IS [paB JIIOJUHU, O€3MeKH, eKOHOMIYHOI cTaliinbHOCTI. CHibHI
BUKIIMKH, K1 BAMaratoTb Mi>KHaApOJAHOI CITIBITpaIli:

—  3aXHCT KOH(PIACHIIIHHOCTI Ta MEPCOHATBHUX JTAHUX

— mpoTtuaid Ae3iHdopmanii Ta MaHIMyJISALISAM Y MOJITHYHIN Ta coliaibHil cepax;

— 3abe3nedeHHs etnyHoro Bukopucranus L1 y cdepi npanesnamtyBaHHs Ta OCBITH;
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— YOpaBIiHHA pPHU3UKaMH, TMOB'I3aHMMHM 3 aBTOHOMHHMMHU CHCTeMaMH (HAIpUKIan,
BIMICBKOBUMH pOOOTAMU UM aBTOMOOLIISIMH).

Edextusne perymroBanss LI Bumarae BcTaHOBICHHS MDKHApPOAHUX CTAaHIAPTIB 1 HOPM ISt
3aXUCTY TPaB JIIOAMHH, a TAKOXK 3a0€3MEUEHHS MPO30POCTI Ta BIAMOBIIAILHOCTI TeXHOJOT1. Hu3ka
KpaiH 1 MUDKHApOJHHUX OpraHizalliil y>xe poOisTh KpOKH B I[bOMY HampsMKy. €Bponeiicbkuii Coro3
CTaB OJIHMM 13 TIOHEPIB y po3pood1li 3akonomaBcTBa 100 11, [IponornoBanuii AKT Mpo MITy4YHUN
iHTenekT (Al Act) craBuTh 001 32 METY peryiIroBaTH BUKOpUCTaHHS BUucokopu3ukoBux 11 cucrem,
30kpeMa B cdepax OXOpOHH 3J0pOB'S, TpaHCHOPTYy, MpaBocyas. Lled akT mpo BuMoOru 0
MIPO30POCTI AITOPUTMIB, BIAMOBIJAIBHOCTI 32 MOMWJIKU 1 JOTPUMAHHS €TUYHHX CTaHIAPTIB. Y
IOHECKO npuninistooTs yBary po3poOkaM peKOMEHIAIllid 1 MDKHAPOJHHMX CTaHAApPTIB €TUYHOTO
Bukopuctanua LI, YV 2021 poui FOHECKO yxBanuna mnepmiuii rino0aqbHUA JOKYMEHT —
Pexomenpamii 3 ermynoro BukopuctanHs I, me 3akmageHi mpuHIMNM, 10 MalOTh Ha METI
3MEHIIUTH PU3UKH, TOB'S3aHI 3 AMCKPUMIHALIIEIO Ta MOpYyLWEHHSM mnpas mroaunu. G7 ta G20
00rOBOPIOIOTH PO3POOKY TI00aNbHUX TPHHIUMIB 1 miaxomiB go perymoBands [II. Boxwm
3aKJIMKAIOTh JI0 MiJIBUIIEHHS MPO30POCTi, ETUYHOT BiAMOBIIAIBHOCTI Ta PO3BUTKY 1HKII03UBHUX LT
TEXHOJIOT1H, 00 He TomycKaTH ITU(GPOBOI HEPIBHOCTI.

CyuacHi nigxoau a0 perymtoBanss LI rpyHTYIOTbCS Ha KITBKOX MPHHLIUTAX:

—  TIpozopicte — III cuctemun maroTh OyTH HOCTYMHHMH Jyuis aHamiizy. KopucryBaui moBuHHI
3HATH, K AITOPUTMU IPUHMAIOTH PIIIEHHS, MATH MOKJIMBICTh OCKAp)KyBaTH PE3y/IbTaTH.

— besneka — texnosorii Il moBuHHI OyTH MEpeBipeHi 1 HECTH BiAMOBIJATBHICTH 32 MOXKJIUBI
NOMMJIKH y¥ 3001. Le 0c001MBO aKTyalIbHO U1l MEIUYHUX 1 aBTOHOMHHX CHUCTEM.

—  Ernunicte — Buxopuctanus Il mae BiamoBinaTu eTHYHUM HOpMaM, 1100 YHUKHYTH
JIMCKpUMIiHaIli{, pacu3My, TeHJepHOi HEPIBHOCTI a00 yMepe KEHOCT] B arOpUTMax.

— 3axuct nepcoHanbHux aaHux — I cucremu, siki 30MparoTh 1 0OPOOIIAIOTH MEPCOHATIBHI
JlaHi, MOBUHHI JISITH BIIMOBIAHO A0 3aKOHIB MPo 3axucT iHopmarlii, Takux sk GDPR y €spori.

— BignoBiganbHicTh — po3poOHuKH Ta kopuctyBaui Il mMaroTh HecTH BiANOBITAIBHICTH 3a
HACNIJIKK BUKOPHCTAHHS I[MX CUCTeM. HeraTtWBHI HAcNligKd TMOBHHHI OyTH KOMIICHCOBaHi, a
TEXHOJIOT11 MalOTh MEPEBIPATUCS HA MOXKIIMBI PU3UKU NIEPE]] BIPOBAHKEHHSM.

[Tonipu mporpec y perymoBansi LI, icHYIOTh 3HaUHI BUKJIHMKH, MOB’A3aHI 3 Y3TOJKCHHAM
MIIXO0MIB MK PI3HUMH KpaiHamu Ta oprasizamisiMd. OJHMM 13 TaKMX BHUKJIHMKIB € HalllOHAJIbHI
iHTepecH Ta KOHKypeHuis. Pi3Hi kpainm, 30kpema CLHA Tta Kwuraii, po3zsuatots LI 3 pizHuMu
npioputeramu. Lle Moke MPHU3BOIUTH 10 TOTO, IO MDKHAPOIHOI yroau monao perymoBanas L1
Ba)XXKO JIOCSTTH Yepe3 eKOHOMIYHI Ta IeoNoIiTHYHI IPOTUPidYs. BUKIMKOM € 1 TOCTIiHMIA PO3BUTOK
texHosoriii. Ockinbku [ mBHUAKO €BOMIOIOHYE, 3aKOHOJABCTBO YacTO HE BCTUTAE 33 IIMMH
3minamu. lle BuMarae OUTbII JUHAMIYHMX MEXaHI3MIB pPEryJIIOBaHHS Ta MIDKHApOIHOTO
MOHITOPHUHTY. ¥ MaliOyTHhOMY Iiio0aibHa criBnpaus y peryiatoBanHi L1 cTane e HeoOXi1IHIIION.
P03BUTOK MITYYHOTO 1HTEIEKTY HaJa€ BEJIMKI MOKIMBOCTI Ul MOKPAILIEHHS KUTTS JIIOACH, aje i
MOXJIMBOCTI TIOTPIOHO peasi3oBYBAaTH €THYHO Ta BIAMOBIAAIbHO. [[0TpiOEH aKkTUBHMI miayior MixX
ypsaaMu, IPUBATHUMHU KOMIAHISIMHM, HAYKOBUMH yCTAaHOBAMH Ta TPOMAJCHKICTIO, 11100 po3poduTH
3arajIbHONIPUUHSATI CTAaHAAPTH Ta MPUHIIUIIH, K1 3a0e3nedayBaTuMyTh Bukopuctanus 1L

BucHoBku. IluppoBi MiKHapOAHI KOMYyHIKalii BiIKPHUBAIOTh BEJIUKI MOMJIMBOCTI JUIs
PO3BHUTKY TJIOOATBHUX 3B's3KiB, 0OMiHY iH(opMamiero Ta cmiBopami. I[Ipore pazom 3 1umu
nepeBaraMu IOCTAalOTh CEpiHO3HI BUKIMKK B cdepl eTUKH Ta KOH(piaeHmiiHOCTI. BaxiuBicTh
3aXUCTy TEPCOHATBHUX JaHUX, 3a0€3MeYeHHs eTUYHOTO BUKOPUCTAHHSA 1H(POPMAIIITHUX
TEXHOJIOTIH 1 Tio0ajibHa CHIBOpAll y MHUTAHHSAX PEryJIOBaHHSA LU(POBOTO MPOCTOPY CTAIOTh
OCHOBHMMH 3aBJJaHHSMH CYYacHOTO CyCHiIbCTBa. [IpaBo Ha NpUBATHICTH 1 3aXHCT JAaHUX €
BOXXJIMBOIO YaCTHHOIO cy4yacHMX mpaB oguHu. B OOH, €sponeiicbkomy Coro3i Ta 0Oararbox
IHIMUX MDKHAPOJAHUX OpraHi3allisfx jaenaini Outellie yBaru NTPHAUIAETHCS LHU(PPOBUM IpaBam,
30KpeMa IpaBy Ha 3aXUCT MEPCOHAIBHUX IaHUX, CBOOOMY clioBa Ta JaocTyn Ao iHdopmarii. 3
0JTHOTO OOKY, ITM(POBI TEXHOJIOTIT HAJAI0Th HOBI MOMJIMBOCTI JIJII BUPKEHHS JYMOK 1 JOCTYIY J0
3HaHb. 3 1HIMIOro OOKy, I X TEXHOJOTii MOXYTh BHMKOPHCTOBYBAaTHCS MJIsi IMOPYLICHHS IpaB
JIOJIMHY, HAIPHUKIIAJ, Yepe3 Jep)KaBHE CTEKEHHs, LEeH3Yypy abo KOHTpOJIb Haj 1H(QOpMaliitHUMU
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MOTOKaMU. BUKOPHCTaHHS TEXHOJIOTIH ISl CTeKEHHS 3a TPOMaJTHAMU B JIEIKHX KpaiHaX CTaBUTh
mij 3arpo3y GyHAaMeHTa bHI MpaBa JIOAUHHM, [0 CTBOPIOE HAMPYry B MIXHAPOAHUX BIJHOCHHAX.
I'moGanpHa criBOpars Ta pPeryalOBaHHS IMITYYHOTO IHTEIEKTY € BUPIMIATbHUMM JUIS MiHIMi3amii
PHU3HKIB 1 MaKCHMIi3alii BUTOJ BiJl BHKOPHCTaHHS IIi€i TexHoJyorii. MiKHapoaHI opraHizaiii Ta
HAIlOHAIBHI YpsiIM TIOBHHHI CHUIBHO NPAIIOBATH HAJ PO3POOKOI E(PEKTHMBHUX 1 THYYKHX
MPaBOBUX MEXaHI3MIB, sKi OyJIyTh BPaXOBYBAaTH SK €THYHI MUTAHHS, TaK 1 TEXHIYHI BUKJIUKH, IO
BUHUKAIOTH 13 po3ButkoM LI, Timpku yepe3 cmiBmpaio Ta OOMiH JTOCBIIOM MOKHA 3a0€3MEUHTH,
00 MTYYHUN IHTEJIEKT CIY’KHUB Ha 0J1ar0 BChOTO JIFOJICTBA, & HE TIJILKA OKPEMUX THTEPECIB.
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Ethics and Confidentiality Issues in Digital International Communications

The article examines data privacy and digital human rights issues in today’s global environment, where
information flows across borders in real time. The author analyzes key challenges for personal data protection in
international communications, focusing on the diversity of legal approaches in different countries and the risks
associated with personal information sharing. Privacy is defined as the protection of personal data from unauthorized
access, especially in contexts where data may cross borders with varying legal standards. The article highlights the role
of large corporations, such as Google and Facebook, in safeguarding and protecting user data, given the potential
threats of data breaches or misuse. It examines measures taken by governments, particularly within the EU, to ensure
data protection, though the global nature of the internet presents obstacles to enforcing such requirements. In the
context of digital human rights, aspects such as the right to privacy, freedom of expression, access to information, and
protection from digital surveillance are discussed. The author emphasizes that these rights are closely linked to basic
human rights, yet the current advancement of technology creates new threats. The Cambridge Analytica case is cited as
an example of how personal data can be used to manipulate public opinion. The article raises the issue of the digital
divide, which limits internet access for a large portion of the population, especially in developing countries,
contributing to social inequality. The problem of digital surveillance and the potential for technology, such as facial
recognition, to be used for discrimination or human rights violations is also addressed, with mention of China's social
credit system as an example. Finally, the article explores the ethical application of artificial intelligence and the need

for international standards to ensure transparency, accountability, and security in the use of digital technologies.
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